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The Security Testing People

Call 0161 209 5111 to discuss your security requirements now

NCC Group SecureTest is the penetration and security testing 
division of NCC Group plc, a leading global provider of 
independent IT assurance, security and consultancy services. 

Our mission is to provide unrivalled testing and training services, 
whilst at the same time advancing the understanding of 
security vulnerabilities throughout the IT industry and amongst 
our clients. 

We provide our clients with the reassurance that their 
systems, networks and web sites will perform as required, 
showing them how to mitigate the threat of attack from 
unauthorised sources, both externally and from within the 
organisation.

We are accredited to ISO 27001 and our testing 
consultants are certifi ed to relevant industry standards such 
as CESG CHECK and we are a member of CREST (Council of 
Registered Ethical Security Testers).

The reason for our success is simple - we meet and exceed 
expectations - as a result we have very happy clients. 

Why work with us?

Working with us is a rewarding and benefi cial experience - just ask our clients!

“NCC Group Secure Test continually offers a level of technical 
sophistication that exceeds our expectations. 

Its CVSS scoring adds tremendous value.”
- CISO, Online Gaming Provider

“NCC Group Secure Test deliver accurate, easy to use reporting
which we’ve used to improve the security of complex 

and critical infrastructure.”
- Information Security Manager, Central Government Offi ce

Our testing team regularly contribute to the industry and security community at large, by 
discovering new vulnerabilities and exploring new technologies. We provide holistic testing that is 
carried out to mirror current criminal behaviour. Rather than replicating older and better 
protected routes, we correlate the fi ndings from various attack vectors and show how a real world 
compromise can occur. 

Our clients also benefi t from working in close partnership. We maintain that there is more value to 
be derived if both parties have an implicit understanding of the processes involved.

We encourage all of our customers to particpate in the testing process - active involvement 
improves overall understanding and often makes remediation simple. 

Effective security testing is not about commoditisation - everything we do is bespoke, from the intial 
quote through to the fi nal debrief. We work to understand your business and 
therefore where your testing budget would be most effectively used. 

Why us?
The #1, largest provider of  ■
penetration and security 
testing in Europe

Over 50 testers, able to  ■
react quickly to your 
requirements

Largest team of CHECK  ■
and CREST qualifi ed 
testers in the UK

100% ethical - a stable PLC  ■
listed on the London Stock 
Exchange with robust 
vetting of all staff

Our Expertise
Penetration Testing:
Network Infrastructures
Web applications
Compiled applications
Wireless networks
Laptops and mobile devices
Remote access
Databases and mainframes
Forensics

Managed Security Monitoring 
Service:
Daily assurance that your 
networks and applications 
stay secure through the 
provision of more scanning 
and tailored alerting services

PCI DSS Services:
Gap Analysis
PCI Audit
Quarterly ASV scanning
PCI workshops

Social Engineering:
We test organisations to see 
where ‘people’ and physical 
weaknesses lie
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About NCC Group Secure Test
Secure Test, the penetration and security testing division of NCC Group, is a leading 
independent provider of expert security testing and training services, with over 500 
clients across the private, public and not for profi t sectors. 

Our mission is to provide the highest quality security testing and training services, whilst 
advancing the understanding of security vulnerabilities throughout the IT industry and 
amongst our clients.

We are 100% ethical - all security testing consultants undergo a rigorous security 
clearance, sponsored by CESG, the Government information security body. Many of our 
consultants are accredited to the highest levels, allowing them to work on 
high-level Government security projects of critical national importance. 

The reason for our success is simple - we meet and exceed expectations - as a result we 
have very happy clients from all market sectors, including fi nance, local & central 
government, gaming/gambling and service sectors. 

NCC  Group  is a leading global provider of independent  IT assurance, security  and 
consultancy  services.  As  a  trusted  advisor,  we  help  over  15,000 public,  private 
and  not  for  profi t  sector organisations, including  94  of  the FTSE 100, to make the 
most  effi cient  use of  information and  technology and to manage the associated 
risks.

Our accreditations:

Penetration and security testing
Using the up-to-date techniques, technologies and information sources 
used by genuine hackers to mitigate the identifi ed risks and improve security 
measures, our services involve far more than simply ‘scanning’ the network 
for weaknesses. Our tests are performed ‘hands-on’ by experienced senior 
consultants utilising the same methods and tools as hackers, in addition to 
developing our own. Our ‘effective responsible disclosure policy’ results in major 
vulnerabilities being identifi ed and resolved with vendors. Our team has an 
excellent technical reputation and our research has resulted in many major 
vulnerabilities being identifi ed and resolved with vendors. 

Application testing
We test your applications to ensure they are secure enough to cope with the 
transactions they are required to undertake (e.g. online banking and order processing). 
Any application can be tested, including new, bespoke and legacy technologies.

Remote access and remote worker security testing
We explore the security risks to your organisation created by your employees remote 
and home working e.g. laptop and PDA security (including Bluetooth testing), home and 
remote worker security, VPN security and access to remote servers. 

PCI DSS services
We have extensive knowledge of PCI DSS, how it affects your organisation currently 
and the impact of future changes. We work with you to help you to understand and 
implement the security processes necessary to ensure compliance. We are 
accredited by the Payment Card Industry Security Standards Council as an Approved 
Scanning Vendor (ASV) and Qualifi ed Security Assessor (QSA). This allows us to carry out the 
required network security scanning and also assess and confi rm your compliance with 
the standard. 

Social engineering testing
We examine in detail the ‘people’ aspect of security by addressing risks such as 
unauthorised physical entry into buildings, obtaining sensitive information, impersonation 
and deception.

Ethical hacking training
We offer security skills training to help your organisation fully understand its security 
vulnerabilities and how to test for them. Teaching how to identify the risks and perform 
basic penetration testing. Training courses include: Internet security fundamentals;
Internet security advanced; Guided penetration test; Secure application design and PCI 
DSS workshop. 

Call us now: 0161 209 5111
Speak with a SecureTest  ■
security expert

Book a SecureTest workshop ■

Read a sample report ■

Read a SecureTest research  ■
paper

Request an invite to a  ■
SecureTest security event


