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your weakest suppliery pp
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Why is this an issue?

Blurring boundaries, more open networks for cost 
savings and business improvement 

Increasingly complex connectivity Increasingly complex connectivity 

Trust placed in hands of suppliers

Ultimately leads to loss of control of information
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Why is this an issue?

IaaS
SaaS
PaaS

Call centres
Outsourced processes
Advisors
Supply chain partners
etc
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Why is this an issue?

Verizon’s 2009 Data Breach Investigation report shows 
32% of breaches implicate partners and 30% involve 32% of breaches implicate partners and 30% involve 
multiple parties

You can outsource the process  but you cannot You can outsource the process… but you cannot 
outsource ownership of the risk…
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Why is this an issue?
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What is being done?

Government - Connected for Health, SPF, CoCo. 
Standardising the way security is being requested from 
internal and external partnersinternal and external partners

Corporate world - no such central control unfortunately 

Organisations have their own idea as to security 
requirementsq

Leading to many (often complex) requests from 
multiple clientsmultiple clients
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What is being done?

Customer 1 Customer 2 Customer 3 Customer 4 Customer 5

Supplier a Supplier b Supplier c Supplier d
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What is the answer?

Is this enough? 

Pen testing? Yes, partially. Although difficulty in identifying the scope, and g p y g y y g p
is this really enough? 

Audits

Contractual relationships

ISO27001? Impossible to enforce company wide, again, difficulty in 
identifying the scope
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What is being done?

Customer 1 Customer 2 Customer 3 Customer 4 Customer 5

Supplier a Supplier b Supplier c Supplier d
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What is being done?

Customer 1 Customer 2 Customer 3 Customer 4 Customer 5

?What are you doing?

Supplier a Supplier b Supplier c Supplier d

12



A potential solution?

Customer 1 Customer 2 Customer 3 Customer 4 Customer 5

Independent certification based on:
Pen testingPen testing
Vulnerability monitoring
Review of policy and procedures

Supplier a Supplier b Supplier c Supplier d
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