I You're only as secure as

I your weakest supplier

I John Redeyoff
I NCC Group
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Why is this an issue?

= Blurring boundaries, more open networks for cost
savings and business improvement

= |ncreasingly complex connectivity
Trust placed in hands of suppliers

= Ultimately leads to loss of control of information

nccgroup

assure-secure-advise




Why is this an issue?

Internal Network

DMZ Subnet

Three legged firewal

Router to external network

Call centres
Outsourced processes
Advisors

Supply chain partners
etc

nccgroup

assure-secure-advise




Why is this an issue?

= Verizon’s 2009 Data Breach Investigation report shows
32% of breaches implicate partners and 30% involve
multiple parties

= You can outsource the process... but you cannot
outsource ownership of the risk...
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Why is this an issue?
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FOR IT SECURITY
PROFESSIONALS

Wulnerabilities & Exploits:

Wulnerability Alerts

SANS

= |nfocon: green

= 3niffing SSL: RFC 4366 and
TLS Extensions, (Wed, Oct
28th)

Microsoft

= Microsoft Security Bulletin
Summary for August 2008

= M309-043 - Critical:
Wulnerabilities in Microsoft
Office Web Components
Could Allow Remote Code
Execution (957638) -
Version:2.0

CERTICC

= SA09-286B: Multiple
Wulnerabilities Affect Adobe
Reader and Acrobat

= SA09-2864 Microsoft
Updates for Multiple
Wulnerahilities

VIEW More
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Breaches & Exposures

5C Magazine Australia/NZ > News = Vulnerabilities & Exploits > Web > Mozilla Store users suffer data breach

Newsletter Si

Q‘trjr\ p For the CZN wewcletter for exclucive che

b

1e to help combat identity thefi » Cisco snaps up ScanSafe for 8200n

.
Mozilla Store users suffer data breach
By Phil Muncaster EH| &
Aug T, 2008 10:03 AM

.
Tags: mezilla | =tore | data | breach | customer '
details | uzer | names | passwords A

Change user names and passwords
immediately.

Users of the Mozilla Store have heen
warned to change their log-in passwords
and user names ifthey use the same
credentials on multiple sites, after the

cnline store was breached earlier this . MOST R
Metwork Solutions suffers

RELATED ARTICLES

week. crippling data breach ® Faks

= Do you know where your user IDs defir
The organisation said in a blog post that and passwords are? = |SP:
GatewayCDl, a third-party provider which = Almost 100,000 student details = Fac
runs the online store's back end, had compramised in University of rela

suffered a breach. Florida data breach .

o ) Fop

= Heartland incident provides . NSV

"Once notified, we took the immediate opportumty.to s?andardlse data hanl
. ) hreach notification laws

preventative step of shutting down the _ . o = (Inir
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Why is this an issue?
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Register
Biting the hand that feeds IT

Hardware Software Music & Media Metworks Security Public Sector Business Science Odds & Sods

Financial Mews Small Biz IT Director Tech Panel

Print alert []
Webhost hack wipes out data for 100,000 sites

Vaserv suspects zero-day virtualization vuln

By Dan Goodin in San Francisceo - Get more from this author
Posted in Small Biz. 8th June 2009 20:02 GMT
Free whitepaper — The VolP journey

Alarge internet service provider said data for as many as 100,000 websites was destroyed
vy attackers who targeted a zero-day vulnerability in a widely-used virtualization application.

Technicians at UK-based Vaserv.com were still scrambling fo recover data on Monday

evening UK time. more than 24 hours after unknown hackers were able to gain root access
to the company's system. Rus Foster, the company's director told The Register. He said the
attackers were able to penetrate his servers by exploiting a critical vulnerability in Hyperviv, \
a virtualization application made by a company called LXLabs.

"We were hit by a zero-day exploit” in version 2.0.7992 of the application. he said. "l've
heard from other people they've been hit by the same thing."

Foster said he's been unable to reach anyone at LXLabs to discuss the suspected
vulnerability. The Register has also received no response to inquiries sent to the company.

which according to its website is located in Bangalore. I'q nccgroup
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What is being done?

= Government - Connected for Health, SPF, CoCo.
Standardising the way security is being requested from
iInternal and external partners

= Corporate world - no such central control unfortunately

Organisations have their own idea as to security
requirements

= Leading to many (often complex) requests from

multiple clients
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What is being done?
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What is being done?
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What I1s the answer?

= |s this enough?

= Pen testing? Yes, partially. Although difficulty in identifying the scope, and
is this really enough?

= Audits
Contractual relationships

1ISO27001? Impossible to enforce company wide, again, difficulty in
identifying the scope
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What is being done?
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What is being done?

Customer 1 Customer 2 Customer 3 Customer 4 Customer 5

What are you doing?

Supplier a Supplier b Supplier c Supplierd %
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A potential solution?
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Customer 1 Customer 2 Customer 3 Customer 4 Customer 5

/‘) /Z {_ Independent certification based on:
secure Pen teStIng . .
Vulnerability monitoring
I Review of policy and procedures
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